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BOARD OF THE BANK OF LITHUANIA
RESOLUTION
ON REQUIREMENTS FOR ELECTRONIC MONEY AND PAYMENT INSTITUTIONS CONCERNING INTERNAL CONTROL, RISK MANAGEMENT AND PROTECTION OF RECEIVED FUNDS
30 December 2009  No (47
Vilnius
(version of Resolution No 03-45 of the Board of the Bank of Lithuania of 23 February 2012
coming into effect on 7 March 2012)
30 October 2014 

Resolution No 03-224
Acting pursuant to Article 9 of the Republic of Lithuania Law on the Bank of Lithuania (Valstybės žinios (Official Gazette) No 99-1957, 1994; No 28-890, 2001), Articles 22(1)(1), 23(4) and 30(1)(1) of the Republic of Lithuania Law on Electronic Money and Electronic Money Institutions (Valstybės žinios (Official Gazette) No 163-7759, 2011) and Articles 15(1)(1), 17(4) and 24(1)(1) of the Republic of Lithuania Law on Payment Institutions (Valstybės žinios (Official Gazette) No 153-6887, 2009), the Board of the Bank of Lithuania has re s o l v e d:
To approve:
1. Requirements for Electronic Money and Payment Institutions Concerning Internal Control, Risk Management and Protection of Received Funds (appended);
2. Report on the Fulfilment of Requirements for the Protection of Funds Received by the Electronic Money Institution (Form 4004) (appended).
3. Report on the Fulfilment of Requirements for the Protection of Funds Received by the Payment Institution (Form 5004) (appended).
Chairman of the Board





Vitas Vasiliauskas
APPROVED by
Resolution No 247

of the Board of the Bank of Lithuania
of 30 December 2009
(version of Resolution No 03-45 of the Board of the Bank of Lithuania 
of 23 February 2012)
REQUIREMENTS FOR ELECTRONIC MONEY AND PAYMENT INSTITUTIONS CONCERNING INTERNAL CONTROL, RISK MANAGEMENT AND PROTECTION OF RECEIVED FUNDS
I. GENERAL PROVISIONS
1. Requirements for Electronic Money and Payment Institutions Concerning Internal Control, Risk Management and Protection of Received Funds (hereinafter – the Requirements) define essential requirements of internal control, risk management and protection of funds received from electronic money holders and payment service users or other payment service providers, which have to be fulfilled by an electronic money and payment institution to ensure its stable, reliable and safe activity.
2. The requirements shall be applicable to electronic money and payment institutions holding a licence issued by the Bank of Lithuania and branches of foreign electronic money institutions (hereinafter – electronic money and payment institutions). 
3. Definitions of the terms used in this document:
Settlement risk – probability of loss arising from the failure to make settlements as envisaged in contracts.
Liquidity risk – probability of loss that may be incurred when the electronic money and payment institution has to sell its assets or their part or attract additional funds under unfavourable market conditions due to shortage of funds for the discharge of the electronic money and payment institution’s obligations.
Operational risk – probability of loss due to the effect of people, systems, inadequate or failed internal processes, or external events, including legal risk.
Market risk – probability of loss from a contract concluded by an electronic money and payment institution as a result of movements in market variables – interest rates, foreign exchange rates, equity and commodity prices. 
Counterparty credit risk – probability of loss arising from the counterparty’s failure to discharge its contractual obligations in the future. 
Other terms used in the Requirements shall be interpreted as defined in the Republic of Lithuania Law on Electronic Money and Electronic Money Institutions (Valstybės žinios (Official Gazette) No 163-7759, 2011) and the Republic of Lithuania Law on Payment Institutions (Valstybės žinios (Official Gazette) No 153-6887, 2009). 
II. INTERNAL CONTROL AND RISK MANAGEMENT SYSTEM
4. Internal control is a continuous process in the course of which the heads of the electronic money and payment institution and other employees influencing the process ensure that:
4.1. financial and other information used both inside the electronic money and payment institution and for supervisory purposes or by third persons is reliable, adequate and timely;
4.2. activity of the electronic money and payment institution is compliant with laws, legal acts of the Bank of Lithuania and other legislation and the electronic money and payment institution’s strategy.
5. Internal control in the electronic money and payment institution must be ensured by reliable and adequately functioning internal control system. The internal control system of the electronic money and payment institution must include:
5.1. the organisational structure that allows facilitating the segregation of duties and vertical and horizontal responsibility relationships;
5.2. the internal information system and the management information) system that enable timely decision-making;
5.3. adequate responsibility and competence of the personnel;
5.4. double internal control of operational procedures;
5.5. effective risk control and risk management;
5.6. adequate internal control procedures;
5.7. regular assessment of the internal control system and elimination of identified deficiencies. 
6. Internal control of the electronic money and payment institution must be organised in observance of the following main requirements:
6.1. the heads of the electronic money and payment institution must recognise and understand all types of risks related to the electronic money and payment institution’s activity and determine the extent of risk acceptable to the electronic money and payment institution;
6.2. the heads of the electronic money and payment institution must ensure adequate procedures necessary for internal control and their regular review;
6.3. the heads of the electronic money and payment institution must ensure that they will take all measures required for the identification, assessment, monitoring, limiting and control of risks; 
6.4. the heads of the electronic money and payment institution must ensure that employees have appropriate qualifications and reputation, as well as sufficient experience and skills necessary for the performance of their duties;
6.5. the information system functioning in the electronic money and payment institution should be properly regulated (it should include the register of information provided to the heads of the electronic money and payment institution and indicate responsible persons and periodicity of communication);
6.6. the risk assessment of the electronic money and payment institution must cover all types of risks (settlement, liquidity, operational, market, counterparty credit, etc.) the electronic money and payment institution is exposed to;
6.7. the internal control system must ensure adequate structure of control and established control procedures at each management level. Control procedures should include: reporting to the heads, control of the activity of the electronic money and payment institution’s structural units, protection of assets of the electronic money and payment institution, provision of information to the heads, data validation and comparisons;
6.8. the heads of the electronic money and payment institution must ensure the segregation of payment operation performance, risk assessment and accounting functions;
6.9. the electronic money and payment institution should have in place a reliable system of information technologies. Safe and uninterrupted operation of this system must be ensured, especially in relation to data storage, processing and use, activities, its business continuity plan should be prepared and preparations for various contingencies should be made;
6.10. the internal control system must guarantee the timely provision of reliable and adequate internal and external information in appropriate form;
6.11. the electronic money and payment institution’s employees performing their duties must immediately inform the heads of the electronic money and payment institution about deficiencies of the internal control system, inadequate management of the risks the electronic money and payment institution is exposed to or violations. 
7. The electronic money and payment institution’s risk management process must be uninterrupted and cover all stages of the risk management cycle: risk identification, assessment, monitoring, limitation and control.
8. The electronic money and payment institution must have in place an effective risk management system covering the strategy for the management of all types of risk (settlement, liquidity, operational, market, counterparty credit, etc.), the system of limits, other risk management tools and procedures, as well as the internal control of risk management.
9. The electronic money and payment institution must ensure adequate management of the risk, which may arise due to the electronic money and payment institution’s investment of the funds received from electronic money holders and payment service users or other payment service providers:
9.1. the market risk of invested funds should be assessed and monitored, by paying special attention to foreign exchange (calculated open foreign currency position) and interest rate risks; 
9.2. the risk of concentration of invested funds should be assessed according to specific types of concentration. 
10. Documents regulating the electronic money and payment institution’s risk management must conform to the type and complexity of operations of the electronic money and payment institution.
11. The ultimate responsibility for the functioning of an adequate internal control and risk management system of an agent of the electronic money and payment institution or a branch of the foreign electronic money institution, or of a natural person or legal entity operating on behalf of the electronic money institution or a branch of the foreign electronic money institution shall always fall on the electronic money and payment institution or the branch of the foreign electronic money institution.
III. OUTSOURCING OF OPERATIONAL FUNCTIONS
12. The electronic money and payment institution’s decision that it will not perform certain operational functions of an electronic money and payment institution by itself and instead outsource them to other entities shall not reduce the electronic money and payment institution’s responsibility for appropriate performance of the outsourced operational functions of the electronic money and payment institution, organisation of the internal control process and comprehensive management of assumed risks. The operational functions of the electronic money and payment institution shall be outsourced to other entities in observance of the following principles:
12.1. the heads of the electronic money and payment institution shall be directly responsible for the proper management and control of risks related to the outsourcing of the electronic money and payment institution’s operational functions;
12.2. the outsourcing of the electronic money and payment institution’s operational functions shall not limit the responsibility for the performance of functions established by respective laws of the Republic of Lithuania of the heads of the electronic money and payment institution;
12.3. the electronic money and payment institution, which decides to outsource the performance of certain operational functions of the electronic money and payment institution to other entities, should ensure stable, reliable and safe operation of the electronic money and payment institution and should not impair the  possibilities of the Bank of Lithuania to perform its supervisory functions to the same extent as they were performed when the outsourced functions were performed by electronic money and payment institution itself.
13. The electronic money and payment institution shall provide the Bank of Lithuania with all necessary information pertaining to the outsourcing of the electronic money and payment institution’s operational functions to other entities and, when needed, ensure access to the databases of other entities, to which the performance of the electronic money and payment institution’s operational functions is outsourced, provide the possibility to get familiarised with the results of their external audit and to carry out other necessary actions related to the performance of supervisory functions to the same extent as they were performed when the outsourced functions were performed by the electronic money and payment institution itself.
14. When taking the decision to outsource the performance of important operational functions of the electronic money and payment institution to other entities, the electronic money and payment institution shall evaluate this decision particularly carefully and comply with the requirements established by Article 23(2) and (3) of the Law on Electronic Money and Electronic Money Institutions and Article 17(2) and (3) of the Law on Payment Institutions. 
15. Before taking the decision on the outsourcing of the electronic money and payment institution’s operational functions, the electronic money and payment institution must:
15.1. ascertain that another entity, to which the outsourcing of the electronic money and payment institution’s operational functions is envisaged, is financially stable and reliable and has appropriate competence, resources and experience to provide respective services, as well as assess its capacity, thus ensuring the provision of quality services in the future;
15.2. make a comprehensive assessment of the impact of such decision on the ability of the electronic money and payment institution to discharge its obligations in a timely and uninterrupted manner, potential new risks to be faced by the electronic money and payment institution and the measures to be taken by the electronic money and payment institution to reduce these risks to an acceptable level;
15.3. ascertain that the internal control system of the electronic money and payment institution will remain suitable for adequate monitoring, assessment and control of the risk management process.
16. The risks related to the outsourcing of the electronic money and payment institution’s operational functions to other entities shall be managed in observance of the procedures for the outsourcing of the electronic money and payment institution’s operational functions approved by the heads of the electronic money and payment institution and regularly revised and updated. 
17. The procedures for the outsourcing of the electronic money and payment institution’s operational functions to other entities shall be subject to the following requirements:
17.1. the procedures must cover all electronic money and payment institution’s operational functions outsourced to other entities and include risk management measures proportionate to assumed risks; 
17.2. when the electronic money and payment institution intends to outsource important operational functions of the electronic money and payment institution, the results of analysis of the impact of such decision shall be taken into consideration;
17.3. the procedures shall specify the electronic money and payment institution’s units (or employees) monitoring and controlling the performance of each agreement on the outsourcing of the electronic money and payment institution’s operational functions to other entities;
17.4. the procedures shall cover the adoption of the decision to conclude a new agreement or to change the currently valid agreement on the outsourcing of the electronic money and payment institution’s operational functions to other entities, due diligence checks of other entities, the drafting, implementation, monitoring, control and termination of the contract on the outsourcing of the electronic money and payment institution’s operational functions to other entities, including business continuity planning, clear exit strategy and contingency plans.
18. Having concluded the contract, the electronic money and payment institution shall continuously monitor the activities of another entity, to which the performance of operational functions has been outsourced. 
19. All contracts of the electronic money and payment institution on the outsourcing of the electronic money and payment institution’s operational functions to other entities shall be based on accurately formulated and detailed written agreements, which, inter alia, shall:
19.1. clearly define the electronic money and payment institution’s operational functions outsourced to other entities and qualitative requirements applicable to the provision of the services, as well as responsibilities of the parties;
19.2. provide for the obligation of another entity, to which the performance of the electronic money and payment institution’s operational functions is outsourced, to notify the electronic money and payment institution in advance about envisaged reorganisations, which may negatively affect its capability to discharge its obligations to the electronic money and payment institution;
19.3. provide for the right of the electronic money and payment institution to terminate the contract with another entity, to which the performance of the electronic money and payment institution’s operational functions has been outsourced, under the request of the Bank of Lithuania, if the entity defaults on its obligations or becomes insolvent;
19.4. provide for the obligation of another entity, to which the performance of the operational functions has been outsourced, to provide to the electronic money and payment institution the information required for ensuring the risk management process of the the electronic money and payment institution;
19.5. define the requirements for maintaining confidentiality of the provided data;
19.6. provide for  the right of the the electronic money and payment institution to conduct regular inspections of the entity, to which the performance of the operational functions has been outsourced;
19.7. if another entity, to which the performance of the operational functions has been outsourced, has concluded or intends to conclude a contract with third parties, the electronic money and payment institution’s contract with another entity, to which the performance of the operational functions has been outsourced, must guarantee the right of the electronic money and payment institution to receive information from third parties.
20. At least 1 month in advance of conclusion (coming into effect) of the contract on the outsourcing of the operational functions to another entity, the electronic money and payment institution must notify the Bank of Lithuania in writing about it, specifying the operational functions to be outsourced, the entity to which they will be outsourced (indicating the entity’s name (forename, surname), head office address (place of residence), type of activity, experience, position occupied in the market), and provide a draft contract on the outsourcing of the electronic money and payment institution’s operational functions to another entity and information about the manner in which the outsourced operational functions will be incorporated in the internal control and risk management system of the electronic money and payment institution.
21. If information provided by the electronic money and payment institution is insufficient for assessing the extent of risks assumed by the electronic money and payment institution, the Bank of Lithuania may require additional information from the electronic money and payment institution.
22. The Bank of Lithuania shall, within 1 month of receipt of the notification and information referred to in paragraph 20 of the Requirements and where additional information is required pursuant to paragraph 21 of the Requirements – within 1 month of receipt of additional information, evaluate the decision of the electronic money and payment institution to outsource the electronic money and payment institution’s operational functions to another entity and notify the electronic money and payment institution in case of adoption of decisions referred to in paragraph 24 of the Requirements.
23. On the basis of information provided by the electronic money and payment institution and having regard to the nature and complexity of the operational functions of the electronic money and payment institution to be outsourced, experience, position occupied in the market and other aspects of another entity, to which the operational functions are intended to be outsourced, the Bank of Lithuania shall assess the compliance of the envisaged contract for the outsourcing of the electronic money and payment institution’s operational functions with the provisions of these Requirements, its potential negative effects on the internal control and risk management system of the electronic money and payment institution and the Bank of Lithuania’s ability to conduct the supervision of the electronic money and payment institution.
24. If it is identified that the envisaged outsourcing of the electronic money and payment institution’s operational functions to another entity does not conform to the provisions of the Requirements, or that other grounds stipulated by laws exist, the Bank of Lithuania, acting pursuant to Article 30(2) of the Law on Electronic Money and Electronic Money Institutions and Article 24(2) of the Law on Payment Institutions, may require the electronic money and payment institution not to conclude the contract on the outsourcing of the electronic money and payment institution’s operational functions to another entity, to eliminate violations of legal acts, to reduce the extent of such contract or to take other actions (e.g., to conclude the contract in observance of conditions stipulated by the Bank of Lithuania, to provide for alternative risk mitigation measures, etc.). 
IV. REQUIREMENTS FOR THE PROTECTION OF FUNDS RECEIVED FROM ELECTRONIC MONEY HOLDERS AND PAYMENT SERVICE USERS OR OTHER PAYMENT SERVICE PROVIDERS
25. The electronic money and payment institution must protect the funds received from electronic money holders and payment service users or other payment service providers for the execution of payment transactions in one of the ways specified in Article 22(1) of the Law on Electronic Money and Electronic Money Institutions and Article 15(1) of the Law on Payment Institutions. 
26. Secure, liquid and low risk assets of the electronic money and payment institution may include: 
26.1. cash and cash equivalents;
26.2. debt securities issued or guaranteed by the Government of the Republic of Lithuania, governments or central banks of other Member States, international organisations, multilateral development banks or regional or local authorities of Member States, institutions and corporates assigned the investment grade rating of securities not lower than the one specified in annex to the Requirements or a similar rating in the money market and other information about any lower (non-investment grade) ratings is not available. Furthermore, the aforementioned debt securities must be traded on an active market, information about their prices should be made available to the public on a regular basis and such prices should reflect actual and regular arm’s-length market transactions; 
26.3. fixed-term deposits with the maturity of up to one year held in credit institutions established in the Republic of Lithuania (including branches of foreign credit institutions operating in the Republic of Lithuania) or in credit institutions established in other Member States (including branches of foreign credit institutions operating in other Member States);
26.4. securities of the coordinated undertaking of collective investment in transferable securities investing only in assets referred to in items 26.1–26.3.
27. The electronic money and payment institution shall not invest in debt securities issued by legal entities that belong to the same group as the electronic money and payment institution. 
28. The electronic money and payment institution, which chooses to protect the funds received from electronic money holders and payment service users or other service providers by the insurance contract, guarantee or surety/warranty letter, can conclude contracts only with the insurance company or credit institution of the Republic of Lithuania (including a branch of the foreign insurance company or credit institution operating in the Republic of Lithuania) and/or with the  insurance company or credit institution of another Member State (including a branch of the foreign insurance company or credit institution operating in another Member State), which does not belong to the same group as the electronic money and payment institution. 
V. FINAL PROVISIONS
29. Within 10 business days after the end of the quarter, the electronic money institution and a branch of the foreign electronic money institution must submit to the Supervision Service the Report on the Fulfilment of Requirements for the Protection of Funds Received by the Electronic Money Institution (Form 4004), whereas the payment institution must submit to the Supervision Service the Report on the Fulfilment of Requirements for the Protection of Funds Received by the Payment Institution (Form 5004).
30. Requirements for the internal control and risk management system shall apply proportionately to the electronic money and payment institution’s business activities, i.e. in consideration of the scope and nature of business activities of the electronic money and payment institution.
___________________________
Annex

to the Requirements for Electronic Money and Payment Institutions Concerning Internal Control, Risk Management and the Protection of Received Funds
LOWEST REQUIRED INVESTMENT RATINGS
	
	Lowest required investment ratings


	
	Long-term ratings

	Short-term ratings

	Moody’s Investors Service

	Baa3
	P3

	Standard & Poor’s

	BBB-
	A3

	Fitch Ratings

	BBB-
	F-3

	Thomson Bank Watch

	BBB-
	TBW3


_____________________
Form 4004 approved by
Resolution No 247 of the Board of the Bank of Lithuania 
of 30 December 2009
(version of Resolution No 03-45 of 23 February 2012)
______________________________________________________
(name of electronic money institution)
______________________________________________________
(code, address, phone, fax)
Bank of Lithuania
Supervision Service
Žirmūnų g. 151
LT-09128 Vilnius
Submission term 

within 10 business days after the end of the quarter
Periodicity

quarterly
REPORT ON THE FULFILMENT OF REQUIREMENTS FOR THE PROTECTION OF FUNDS RECEIVED BY ELECTRONIC MONEY INSTITUTION
_________________
                 (date)
EUR thousand
	Ref.
No
	Items
	Amount

	1. 
	FUNDS OF ELECTRONIC MONEY HOLDERS AND/OR PAYMENT SERVICE USERS AND OTHER PAYMENT SERVICE PROVIDERS 
	

	1.1.
	HELD IN THE ACCOUNT OPENED IN A CREDIT INSTITUTION (including cash in transit)
	

	1.2. 
	INVESTED IN SECURE, LIQUID AND LOW RISK ASSETS
	

	1.2.1. 
	Cash and cash equivalents
	

	1.2.2. 
	Debt securities
	

	1.2.3.
	Fixed-term deposits in credit institutions
	

	1.2.4.
	Securities of the coordinated undertaking of collective investment in transferable securities investing only in assets referred to in items 1.2.1–1.2.3 
	

	1.3.
	SECURED UNDER THE INSURANCE CONTRACT
	

	1.4. 
	SECURED BY A GUARANTEE (SURETY/WARRANTY LETTER) OF A CREDIT INSTITUTION
	

	1.5. 
	SECURED BY A GUARANTEE (SURETY/WARRANTY LETTER) OF AN INSURANCE COMPANY
	

	
	TOTAL FUNDS (items 1.1–1.5)
	

	2.
	LIABILITIES TO NATURAL PERSONS AND LEGAL ENTITIES FOR OUTSTANDING ELECTRONIC MONEY AND THE PROVIDED PAYMENT SERVICES 
	

	3.
	AVERAGE OUTSTANDING ELECTRONIC MONEY
	

	4.
	TOTAL TURNOVER OF PAYMENT OPERATIONS PERFORMED IN THE LAST 12 MONTHS 
	


	            ..................................................                                            ..................................                          ...................................
             (title of head)                                                                             (signature)                                (full name)


	            .................................................                                             ...................................                         ...................................
            (chief accountant (accountant))                                                                             (signature)                                (full name)
            ................................................................
           (full name and phone of responsible person)


Form 5004 approved by
Resolution No 247 of the Board of the Bank of Lithuania 
of 30 December 2009
(version of Resolution No 03-45 of 23 February 2012)
______________________________________________________
(name of payment institution)
______________________________________________________
(code, address, phone, fax)
Bank of Lithuania
Supervision Service
Žirmūnų g. 151
LT-09128 Vilnius
Submission term 

within 10 business days after the end of the quarter
Periodicity

quarterly
REPORT ON THE FULFILMENT OF REQUIREMENTS FOR THE PROTECTION OF FUNDS RECEIVED BY THE PAYMENT INSTITUTION 
____________________________ 
                (date)
                                                                                                   EUR thousand
	Ref.
No
	Items
	Amount

	1.
	FUNDS OF PAYMENT SERVICE USERS AND OTHER PAYMENT SERVICE PROVIDERS
	

	1.1.
	HELD IN THE ACCOUNT OPENED IN A CREDIT INSTITUTION (including cash in transit)
	

	1.2.
	INVESTED IN SECURE, LIQUID AND LOW RISK ASSETS
	

	1.2.1.
	Cash and cash equivalents
	

	1.2.2.
	Debt securities
	

	1.2.3.
	Fixed-term deposits in credit institutions
	

	1.2.4.
	Securities of the coordinated undertaking of collective investment in transferable securities investing only in assets referred to in items 1.2.1–1.2.3
	

	1.3.
	SECURED UNDER THE INSURANCE CONTRACT
	

	1.4.
	SECURED BY A GUARANTEE (SURETY/WARRANTY LETTER) OF A CREDIT INSTITUTION
	

	1.5.
	SECURED BY A GUARANTEE (SURETY/WARRANTY LETTER) OF AN INSURANCE COMPANY
	

	
	TOTAL FUNDS (items 1.1–1.5)
	

	2.
	LIABILITIES TO NATURAL PERSONS AND LEGAL ENTITIES FOR THE PROVIDED PAYMENT SERVICES
	

	3.
	TOTAL TURNOVER OF PAYMENT OPERATIONS PERFORMED IN THE LAST 12 MONTHS
	

	          ..................................................                                              ..................................                         ...................................
           (title of head)                                                                             (signature)                                (full name)


	          .................................................                                             ...................................                         ...................................
           (chief accountant (accountant))                                                                             (signature)                                (full name)
         ................................................................
           (full name and phone of responsible person)


