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BOARD OF THE BANK OF LITHUANIA

RESOLUTION
ON THE APPROVAL OF THE RULES ON OUTSOURCING 

10 June 2004 No 99
Vilnius

(version of Resolution No 198 of the Board of the Bank of Lithuania of 15 October 2009)
In observance of Article 4(4) of the Republic of Lithuania Law on Banks (Valstybės žinios (Official Gazette), No 54-1832, 2004), Article 4(5) of the Republic of Lithuania Law on the Central Credit Union (Valstybės žinios (Official Gazette), No 45-1288, 2000; No 61-2181, 2004) and Article 4(12) of the Republic of Lithuania Law on Credit Unions (Valstybės žinios (Official Gazette), No 26-578, 1995; No 76-3003, 2008), the Board of the Bank of Lithuania has  r e s o l v e d:

To approve the Rules on Outsourcing (appended).

CHAIRMAN OF THE BOARD



REINOLDIJUS ŠARKINAS

APPROVED by
Resolution No 99 of the Board of the Bank of Lithuania 

of 10 June 2004

(version of Resolution No 198 of the Board of the Bank of Lithuania of 15 October 2009)

RULES ON OUTSOURCING 
I. GENERAL PROVISIONS

1. The present document is aimed at implementing the provisions of Article 4(4) of the Republic of Lithuania Law on Banks, Article 4(5) of the Republic of Lithuania Law on the Central Credit Union and Article 4(12) of the Republic of Lithuania Law on Credit Unions in observance of recommendations of the Basel Committee on Banking Supervision, CEBS Guidelines on Outsourcing and practices of the European Union Member States.

2. Provisions of this document shall apply to the Lithuanian Central Credit Union as well as banks and foreign bank branches holding a license issued by the Bank of Lithuania and mutatis mutandis to credit unions and branches of foreign banks licensed in the European Union Member States established in the Republic of Lithuania (hereinafter – banks), which decided not to engage in certain activities which are indispensable for the provision of financial services, help to provide financial services or are otherwise related to the provision of financial services, and which decided to outsource such services from other entities (hereinafter – outsourcing).

3. The bank must prepare in advance an outsourcing strategy and include in its action plans the information about the activities which the bank is going to give up over the foreseen period and the services it is planning to outsource from other entities. The bank, intending to outsource material services, shall take into consideration the planned changes in the risk structure and related developments in the risk management system.
II. CONTROL AND MANAGEMENT OF THE RISK OF OUTSOURCING
4. The decision of the bank not to provide certain services and to outsource them from other entities even when the services are outsourced from an entity that belongs to the same group as the bank shall not reduce the responsibility of the bank to properly fulfil functions pertaining to outsourcing, organisation of internal control and the fully-fledged management of assumed risks. Outsourcing shall be carried out in observance of the following principles: 

4.1. the direct responsibility for the implementation of the outsourcing strategy and for the adequate control and management of the risks related to this process shall lie with the management bodies of the bank; 
4.2. outsourcing shall not affect the fulfilment of the responsibilities of the management bodies of the bank under applicable laws of the Republic of Lithuania;
4.3. such core functions of the management bodies of the bank as setting the risk strategy, the risk management policy, the ongoing oversight and control of processes and related responsibility as well as internal audit functions of the bank shall not be assigned to other entities by concluding outsourcing  contracts;
4.4. in exceptional circumstances the bank must be able to resume direct control of outsourcing;
4.5. when taking the decision to outsource services the bank must guarantee that its operation is stable, reliable and safe and that such outsourcing does not impair:

4.5.1. the ability of the management bodies of the bank to manage and control the bank’s operations and the provision of financial services;

4.5.2. the ability of other bodies and committees of the bank, such as the supervisory board or the internal audit committee, to fulfil their functions in ensuring oversight of the activities of the management bodies of the bank;

4.5.3. possibilities of the Bank of Lithuania to fulfil oversight functions to the same extent as in those cases when such activities are further carried out by the bank itself.

5. The bank must create the possibilities for the Bank of Lithuania to obtain all necessary information related to outsourcing and, where appropriate, provide a detailed list of all outsourcing contracts concluded by the bank; guarantee access to databases; create the possibility to get familiarised with the results of the audit of the outsourced service provider and perform any other necessary actions related to the fulfilment of oversight functions to the same extent as in those cases when such activities are further carried out by the bank itself.  

6. The bank must take particular care when outsourcing material services and before concluding such contracts notify the Bank of Lithuania in observance of provisions of Chapter III. Material outsourced services shall be services of such importance that any disruption or failure in the provision of these services could have a significant effect on the bank’s ability to meet regulatory requirements established by the Bank of Lithuania and/or to ensure business continuity. Material services shall include such areas of activity as internal control, risk management system, core business information systems, etc.
7. Non-material services shall include those outsourced services which do not meet the criteria established in paragraph 6, i.e. which do not have a direct impact on the level of risk assumed by the bank: advisory services (e.g. legal and tax consulting), marketing and advertising services, administration services (e.g. staff training and issuance of invoices), other maintenance services of business processes (e.g. maintenance and security of buildings, development and maintenance of IT software, maintenance of IT infrastructure, etc.). These services shall be excluded from the scope of provisions of Chapter III.

8. Management of risks related to outsourcing shall be carried out in observance of the outsourcing policy approved by the management bodies of the bank which should be revised and updated at least once a year by 1 April of the current year.

9. Requirements applicable to the outsourcing policy of the bank:

9.1. the policy shall cover all aspects of outsourcing, i.e. which material and non-material services may be outsourced from both a company that belongs to the same financial group as the bank outsourcing services or a company that is outside the group, and provide for respective risk management tools proportionate to risk assumed;  

9.2. procedures of monitoring the activities of the outsourced service provider must be set, bank units (or experts) monitoring and managing each outsourcing contract must be specified, and the involvement of the internal audit function of the bank in this process must be defined; 
 9.3. all stages of the outsourcing process must be considered:

9.3.1. decision-taking related to concluding new or amending existing outsourcing  contracts;

9.3.2. due diligence checks of the outsourced service provider;

9.3.3. drafting of outsourcing contracts;

9.3.4. implementation, monitoring, and control of outsourcing contracts;

9.3.5. contingency planning;

9.3.6 measures guaranteeing ongoing control of the bank’s business processes under unexpected circumstances;

9.3.7. termination of outsourcing contracts, including business continuity planning and clear exit strategy.  

10. Contingency plans of the bank shall be periodically updated, specifying further strategy of the bank should the outsourced service provider fails to fulfil its obligations. If such contingency plan provides a possibility for the bank itself to resume the provision of services taken over from the outsourced service provider, a detailed procedure shall be in place for such cases.

11. The bank shall plan its exit strategy in advance, i.e. further actions concerning outsourcing also when dealing with expected termination of the contract concluded with the outsourced service provider (providing for the extension of the contract with the existing outsourced service provider, concluding a contract with a new outsourced service provider, or resuming such activities by the bank itself).

12. Having concluded a contract, the bank shall regularly monitor and manage the relations with the outsourced service provider to ensure continuous integrity of the systems and risk control of the bank. The risk of outsourcing shall be included in the operational risk management system in observance of requirements of the Regulations for the Organisation of Internal Control and Risk Assessment (Management) approved by Resolution No 149 of the Board of the Bank of Lithuania of 25 September 2008 (Valstybės žinios (Official Gazette) No 127-4888, 2008).

13. In order to avoid concentration of systemic risk, the bank should evaluate the market position of the potential outsourced service provider. If the outsourced service provider occupies the dominating position among such providers the bank should consider the possibility of entering into an outsourcing contract with another outsourced service provider.

14. Before deciding to outsource services, the bank must:

14.1. make sure that the outsourced service provider is financially stable and reliable, has the required competence, resources and experience in the field of provision of respective services, and assess the capability of such provider to guarantee quality provision of services in the future;
14.2. make fully-fledged assessment of the impact of such a decision on the timely and uninterrupted fulfilment of the bank’s obligations and new risks (e.g. operational, legal, reputation), to which the bank may be exposed and what measures the bank will take to reduce the risk to an acceptable level;
14.3. make sure that the bank’s internal control system will remain suitable for the adequate monitoring, assessment and control of the risk management process in the future.

15. Should the  outsourced service provider (contractor) involves third parties (subcontractors), the bank must assess its ability to control the entire outsourcing process to the same extent as in those cases when the outsourced services are provided by the contractor itself. 

16. All outsourcing contracts shall be subject to the precisely formulated and detailed written contracts that, inter alia:

16.1. clearly define what services will be outsourced and what quality requirements will be applied, as well as the liability of the parties;

16.2. set out the obligation of the outsourced service provider to inform the bank in advance about the planned changes that could have a negative impact on the ability of the outsourced service provider to fulfil its obligations to the bank;

16.3. provide for the right of the bank to terminate the contract with the outsourced service provider, if:

16.3.1. the Bank of Lithuania so requests;

16.3.2. the outsourced service provider defaults on its obligations or becomes insolvent;

16.4. provide for the obligation of the outsourced service provider to provide the bank all information necessary to ensure the risk management process of the bank, establishing that such information will be available to the internal audit service of the bank, external auditors thereof and the Bank of Lithuania; 

16.5. lay down requirements for the protection of confidentiality of data provided; 

16.6. provide for the right of the bank to perform regular audit of the activities of the outsourced service provider (with the participation of an internal audit unit or an independent external auditor) as in cases of provision of such services inside the bank;

16.7. guarantee the bank’s right to receive information from third parties if the outsourced service provider has concluded or is going to conclude a contract with third parties;
16.8. set out detailed requirements for the quality of works performed and the possibility to update and renew them on a regular basis.
III. PROVISION OF INFORMATION ABOUT THE OUTSOURCING CONTRACTS TO THE BANK OF LITHUANIA AND ASSESSMENT OF INFORMATION PROVIDED
17. No later than 30 before the entry into (enforcement of) the outsourcing contract of material services with other entities, the bank must notify the Bank of Lithuania in writing and provide:

17.1. a description of services to be outsourced (type and scope of services); 

17.2. justification for the decision to refrain from carrying out certain activities and to outsource services (specifying the benefits expected);

17.3. a description of the outsourced service provider with which the bank is intending to conclude an outsourcing contract (name, head office address, type of business, experience,  market position); 

17.4. information on how the outsourced services will be integrated into the internal control and risk management system of the bank;
17.5. a draft outsourcing contract conforming to the requirements set forth in paragraph 16 of these Rules. 
18. If information provided by the bank is insufficient for assessing the scope of risk assumed by the bank, the Bank of Lithuania may require from the bank additional information.
19. Provisions of paragraph 17 of the Rules shall also apply in those cases when the bank is planning to make material changes to the outsourcing contract concluded earlier with the same provider of the outsourced services (e.g. extension of the scope of outsourced services) or to start outsourcing such services from another provider. 

20. The Bank of Lithuania shall, within 30 days of the receipt of the notification and information specified in paragraph 17, and if the submission of additional information is requested in observance of provisions of paragraph 18 herein – within 30 of the receipt of additional information, evaluate the bank’s decision to outsource services and inform the bank about decisions taken according to paragraph 22 or about the fact that sufficient grounds for taking the decisions referred to in paragraph 22 herein have not been established.

21. On the basis of information provided by the bank and in consideration of the type and complexity of services to be outsourced, experience of the service provider, its market position, etc., the conformity of the outsourcing contract with the requirements established in these Rules, whether it could have a negative impact on internal control and the risk management system of the bank and the possibility of the Bank of Lithuania to perform supervision shall be assessed. Furthermore, risk related to the service provider (i.e. whether the provider belongs to the same financial group as the bank outsourcing services or it operates outside the group; to what extent this entity is included in joint (consolidated) supervision of the financial group, etc.) shall be assessed as well.

22. If it is established that a planned outsourcing contract does not conform to the requirements established in these Rules or that any other grounds established by law exist, the  Bank of Lithuania shall, pursuant to Article 67(2) and 70 of the Republic of Lithuania Law on Banks, Article 53(2) of the Republic of Lithuania Law on the Central Credit Union and Article 58(2) of the Republic of Lithuania Law on Credit Unions request the bank to refrain from concluding an outsourcing contract, eliminate violations of legal acts, reduce the scope of such a contract or perform other actions (e.g. conclude the contract in observance of additional conditions established by the Bank of Lithuania; provide for alternative risk mitigation measures, etc.).
IV. FINAL PROVISIONS

23. The Rules shall apply proportionately to the activities of the bank, i.e. the outsourcing policy of the bank shall be drafted and risk management of this process shall be carried out in consideration of the extent and nature of activities of the bank as well as the complexity of the outsourced services.
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